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ARTICLE INFO ABSTRACT

Keywords: The natural gas and hydrogen industries are increasingly integral to the global transition toward a decarbonized
Cybersecurity energy future. With the integration of digital technologies such as Industrial Control Systems (ICS), Supervisory
Cyber-attack Control and Data Acquisition (SCADA) systems, Internet of Things (I0T) devices, and Artificial Intelligence (AI),

Natural gas industry

these industries have enhanced operational efficiency and scalability. However, this digital evolution has
Hydrogen economy

concurrently expanded the cyber-attack surface, exposing critical infrastructure to sophisticated threats ranging
from ransomware to advanced persistent threats (APTs). This review article summarizes the evolving cyberse-
curity landscape in the natural gas and hydrogen industries, emphasizing the vulnerabilities introduced by digital
transformation and the rising frequencies of cyber intrusions. It investigates historical cyber-attacks, threat
vectors, and their economic, operational, and environmental impacts. The article also discusses advanced se-
curity frameworks, the role of Al and machine learning in threat detection, and innovations such as blockchain
and digital twins. Finally, forward-looking strategies and actionable recommendations are presented to foster
cyber resilience in the context of the emerging hydrogen economy. This systematic review underscores the rising
importance of integrating cybersecurity into energy system design, policy, and operations to safeguard infra-
structure in a highly interconnected digital and renewable energy transition.

1. Introduction natural gas and hydrogen industries. Natural gas, often seen as a bridge
fuel in the transition from fossil fuels to renewable energy, has long

The global energy sector is undergoing a profound transformation, served as a reliable and efficient source of energy for heating, power
driven by a growing demand for diversified low-carbon energy resources generation, and industrial processes (IEA, 2024b). In particular, the
and the evolution of emerging artificial intelligence (AI) (IEA, 2024a, low-emission gas is projected to reach nearly 400 billion cubic meters

2024d). Among the key players in this evolving energy landscape are the globally in 2050, representing a ten-fold increase as of today (IEA,
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2024d). Meanwhile, hydrogen is emerging as a critical resource due to
its potential to decarbonize the energy sector with the global investment
of more than USD 3.5 billion in 2023 (IEA, 2024c; Ma et al., 2023). In
parallel with the push toward sustainability, there has been a rapid
integration of Al across all segments of the energy supply chain (IEA,
2024a). From the upstream exploration and production to transmission,
distribution, and end-use, energy companies are increasingly adopting
digital solutions to improve efficiency, reduce costs, and enhance
operational flexibility (Ma et al., 2025; Ma et al., 2022; Xue et al., 2024).
These include technologies such as Industrial Control Systems (ICS),
Supervisory Control and Data Acquisition (SCADA) systems, Internet of
Things (IoT) devices, and advanced analytics platforms powered by
artificial intelligence (AI) and machine learning (ML) (Cardenas et al.,
2011; Ma et al., 2021, 2023, 2023a,b, 2025, 2025a) (see Table 1).

However, this digital evolution comes with a downside. As opera-
tional systems become more interconnected and reliant on digital
infrastructure, they simultaneously become more vulnerable to cyber
threats (Taherdoost, 2024). Unlike traditional safety and reliability risks
that are often physical or environmental in nature, cybersecurity risks
are dynamic, invisible, and potentially global in impact (Cremer et al.,
2022). A single cyber-attack on a critical piece of energy infrastructure
can lead to cascading failures, economic losses, and even environmental
disasters. Historically, the energy sector has prioritized physical security
and safety over cybersecurity. This legacy mindset has resulted in sys-
tems that are functionally robust but often lacking in basic security
measures. Furthermore, many ICS and SCADA systems in use today were
designed decades ago, with limited consideration for cybersecurity.
When these legacy systems are connected to modern IT networks, they
expose critical infrastructure to sophisticated cyber adversaries,
including nation-state actors, hacktivists, and financially motivated
cybercriminals.

The convergence of digitalization and energy decentralization pre-
sents both an opportunity and a challenge. On one hand, digital solu-
tions can enhance grid stability, enable predictive maintenance, and
facilitate real-time monitoring. On the other hand, the increasing
complexity and interdependence of systems increase the attack surface
and the likelihood of exploitation. In this context, cybersecurity is not
merely a technical concern—it has become a cornerstone of energy

Table 1
Top 5 Cyber-attacks in Natural Gas sector over the past 10 years.
Name Year Attacked Segment(s) Refs
Company &
Continent
Triton/TRISIS 2017  Petro Rabigh Safety Di Pinto et al.
refinery Instrumented (2018)
(Schneider Systems (SIS)
Electric Triconex
SIS) — Saudi
Arabia (Middle
East)

U.S. Pipeline 2020  Unnamed U.S. Pipelines Beerman et al.

Ransomware natural-gas (compression (2023)
compression & control)
facility — North
America

Colonial 2021 Colonial Pipeline  Pipelines (fuel Beerman et al.
Pipeline Company - U.S. transport) (2023)
(DarkSide) (North America)

Canada Gas- 2023  Canadian gas- Distribution Stergiopoulos
Distribution distribution networks et al. (2020)
Hack operator — North

America

CyberAv3ngers 2023 Multiple oil & PLCs, HMIs, Beerman et al.

ICS Campaign gas ICS operators SCADA (2023)

(U.S., Israel,
Ireland) — North
America, Asia,
Europe
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system resilience and national security.

In the modern energy ecosystem, cybersecurity is as critical as the
physical integrity of infrastructure. The natural gas and hydrogen sec-
tors rely heavily on technologies that were never originally designed
with cyber protection in mind. ICS and SCADA systems, which are
central to monitoring and controlling complex industrial processes, were
initially developed for isolated environments (Yadav and Paul, 2021).
These systems were optimized for real-time performance and reliability,
but not necessarily for confidentiality, authentication, or data integrity
(Yadav and Paul, 2021).

With the increasing trend toward IT-OT (Information Tech-
nology—Operational Technology) convergence, these systems are now
exposed to external networks and, by extension, to cyber threats. The
growing deployment of IoT sensors and remote access interfaces com-
pounds this vulnerability (EI-Afifi et al., 2024). These endpoints can be
exploited by attackers to gain a foothold into secure environments,
leading to potentially catastrophic consequences (Doan et al., 2020).
The importance of cybersecurity in these sectors is underscored by the
growing frequency and sophistication of cyber-attacks targeting critical
energy infrastructure (Ding et al., 2023). From ransomware attacks that
paralyze operations to stealthy Advanced Persistent Threats (APTs) that
dwell undetected within networks, the range and impact of cyber threats
are escalating (Ding et al., 2023). In the case of hydrogen infrastructure,
which often involves high-pressure storage and flammable gases, a
successful cyber-attack could result in severe safety hazards, endan-
gering human lives and causing significant environmental damage
(Diaba et al., 2024; Vijayshankar et al., 2023).

Moreover, the implications of a cyber-attack go beyond the imme-
diate operational impact. The reputational damage, regulatory pen-
alties, and market disruptions that can follow a successful breach can
have long-term consequences for energy providers (Diaba et al., 2024).
In a sector where trust and reliability are paramount, even a single
incident can erode public confidence and investor trust. From a strategic
standpoint, cybersecurity is also a national security imperative
(Vijayshankar et al., 2023). Natural gas and hydrogen infrastructure
forms part of a country’s critical energy assets. A coordinated
cyber-attack on gas pipelines or hydrogen production plants could
disrupt energy supply chains, affect industrial output, and compromise
public safety (Vijayshankar et al., 2023). This reality has prompted
governments and regulatory bodies to develop cybersecurity frame-
works specifically tailored for the energy sector, emphasizing risk-based
approaches, incident reporting, and resilience building.

The overarching goal of this review paper is to comprehensively
examine the intersection between cybersecurity and the natural gas and
hydrogen industries. The paper explores the multifaceted role of
cybersecurity in protecting digital energy systems, the types of cyber-
attacks that pose threats to these sectors, and the mechanisms through
which such attacks are perpetrated. It also assesses the economic,
operational, and environmental impacts of cyber incidents in these
industries.

Specifically, this paper aims to.

e Provide an overview of how digital transformation is reshaping the

operational landscape of the natural gas and hydrogen sectors.

Identify and analyze common cybersecurity challenges and threat

vectors in energy infrastructure.

e Review notable historical cyber-attacks that have impacted critical

energy systems.

Explore cybersecurity tools, frameworks, and technological in-

novations being adopted to mitigate cyber risks.

Evaluate the current regulatory landscape and identify gaps in pol-

icies and standards.

e Discuss emerging trends such as Al-based threat detection, block-
chain integration, and the use of digital twins.

o Offer insights into the future of cybersecurity in the context of the
hydrogen economy.
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e Provide actionable recommendations for policymakers, industry
stakeholders, and cybersecurity professionals.

By addressing these objectives, this review intends to contribute to a
more robust understanding of cybersecurity as an integral part of
modern energy strategies and infrastructure protection.

2. Overview of cybersecurity in the energy sector
2.1. Digital energy transformation

As Fig. 1 shows, the ongoing digital transformation within the energy
sector represents a significant paradigm shift in the way energy is pro-
duced, transported, distributed, and consumed (Akberdina and Osmo-
nova, 2021; Borowski, 2022; Ma et al.,, 2021; Ma et al., 2023;
Maroufkhani et al., 2022). Digital technologies have introduced a new
layer of intelligence and automation that enhances system efficiency,
reduces operational costs, and enables better decision-making across the
value chain (Maroufkhani et al., 2022). Beyond traditional physical in-
frastructures, digital solutions have gradually emerged within the nat-
ural gas and hydrogen sectors. This transformation is evident through
the integration of advanced sensing technologies, real-time data ana-
lytics, cloud computing platforms, and remote-control capabilities
(Maroufkhani et al., 2022). In contrast, conventional physical in-
frastructures have become increasingly vulnerable and outdated, further
accelerating the shift towards widespread adoption of digital infra-
structure in the energy industry.

One of the most prominent outcomes of digital transformation is the
integration of the Industrial Internet of Things (IIoT), which facilitates
real-time data collection from field assets such as compressors, storage
tanks, pipeline networks, hydrogen refueling stations, and electrolysis
units (Bhattacharjee and Nandi, 2019; Hossein Motlagh et al., 2020;
Tabaa et al., 2020). These IloT-enabled systems can predict equipment
failures, detect anomalies, and optimize asset performance, ultimately

Energy Transition

CHl
Fossil Fuel
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improving the reliability and sustainability of energy supply chains.
Furthermore, digital technologies are enabling predictive maintenance
strategies, where machine learning algorithms analyze historical per-
formance data to forecast failures and recommend proactive in-
terventions (Ma et al., 2023; Xue et al., 2024, 2025; Xue et al., 2023a,b).
In hydrogen infrastructure, where the reliability of high-pressure
equipment is critical for safety, predictive maintenance can play a
pivotal role in preventing catastrophic failures.

Similarly, digital twins—a virtual representation of physical
assets—are becoming increasingly popular in these industries (Amaral
et al., 2023; Jiang et al., 2021; Ismail et al., 2024; Kronberger et al.,
2020; Ma et al., 2025; Nixon, 2020; Sleiti et al., 2022; Strielkowski et al.,
2022; Yu et al., 2022). Digital twins allow engineers and operators to
simulate real-world operations in a digital environment, test various
operational scenarios, and identify vulnerabilities without disrupting
actual systems. This helps in improving system reliability and facilitates
advanced risk assessment, including cyber-risk analysis. Energy man-
agement systems (EMS), demand-side response platforms, and
blockchain-enabled transaction mechanisms are also becoming integral
components of modern energy architectures (Andoni et al., 2019; Bor-
owski, 2021; El-Afifi et al., 2024; Lal and You, 2024; Lu et al., 2019; Ma
et al., 2023). These tools allow for decentralized energy trading, trans-
parent tracking of hydrogen supply chains, and improved coordination
between producers, consumers, and grid operators.

However, this growing interconnectivity and reliance on digital
systems have also expanded the cyber-attack surface. Systems that were
once isolated and air-gapped are now part of broader digital ecosystems,
exposing them to the same cyber threats that plague conventional IT
systems. As a result, energy companies must shift their cybersecurity
strategies from reactive defense to proactive threat anticipation and
mitigation.

Renewable energy

Physical-based system

Al-based system

Digital Infrastructures

Internet of Things
Digital Twins

Control a
Monitoring systems

Fig. 1. Illustration of digital energy transition.

Production
Emerging
Al Platforms
¢ Processing Plants
Accelerating

Physical Constructions

Exploration &

Pipeline Networks

Storage Facilities
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2.2. Cybersecurity challenges

The cybersecurity challenges in the energy sector are multifaceted
and stem from a combination of technical, organizational, and strategic
factors (Cremer et al., 2022; Diaba et al., 2024; Dragos, 2024a; Ster-
giopoulos et al., 2020; Yadav and Paul, 2021). A key issue is the legacy
nature of many industrial systems. ICS and SCADA infra-
structures—often decades old—were built with an emphasis on opera-
tional continuity, not cybersecurity. These systems operate on
proprietary protocols and lack basic security features such as encryp-
tion, authentication, or secure update mechanisms. When these legacy
systems are interconnected with corporate IT networks for data inte-
gration or remote access purposes, they become susceptible to cyber
intrusions that exploit vulnerabilities in software, firmware, and human
behaviors. For instance, attackers may use spear-phishing emails to
compromise user credentials, which are then used to access control
systems and disrupt operations.

Another challenge is the complexity of securing distributed and
hybrid infrastructures. Modern energy systems span across multiple lo-
cations, integrate diverse technologies, and involve numerous stake-
holders. Ensuring end-to-end security in such an environment requires
holistic and scalable security architectures. Traditional perimeter-based
security models are no longer adequate, prompting a shift toward zero-
trust architectures that assume every access request is potentially ma-
licious until verified. The challenge is further compounded by the lack of
skilled cybersecurity professionals in the energy sector. The convergence
of OT and IT requires expertise in both domains, yet such hybrid skillsets
are in short supply globally. Many energy companies struggle to recruit
and retain cybersecurity talent, which undermines their ability to
respond effectively to evolving threats.

Moreover, insider threats pose a serious risk to critical infrastructure.
Whether malicious or accidental, insider actions can lead to data
breaches, system misconfigurations, and unauthorized access to sensi-
tive assets. Organizations must implement strict access control policies,
continuous monitoring systems, and robust training programs to miti-
gate these internal vulnerabilities. Supply chain security is another
critical concern. Energy companies often rely on third-party vendors for
hardware, software, and system maintenance. If these vendors are
compromised, attackers can introduce malicious code or devices into the
energy ecosystem. Ensuring vendor compliance with cybersecurity
standards and conducting regular security audits are essential steps in
addressing this risk.

Lastly, energy infrastructure is often a target for politically motivated
cyber-attacks, particularly in times of geopolitical tension. Nation-state
actors may target gas pipelines, hydrogen production facilities, or en-
ergy trading systems to disrupt national economies or exert political
leverage. These attacks are typically sophisticated, stealthy, and
persistent, requiring advanced threat intelligence capabilities to detect
and neutralize.

2.3. Regulatory landscape

The regulatory landscape for cybersecurity in the energy sector is
evolving rapidly, driven by the increasing recognition of cyber risks to
national security and economic stability (Saxena et al., 2025). Several
national and international frameworks have been developed to guide
energy companies in implementing effective cybersecurity practices. In
the United States, the NIST Cybersecurity Framework (CSF) provides a
comprehensive approach to identifying, protecting, detecting,
responding to, and recovering from cyber incidents (NIST, 2024a;
2024b). Although voluntary, this framework is widely adopted and often
mandated for critical infrastructure operators. It promotes a risk-based
approach and emphasizes continuous improvement. In Europe, the
Network and Information Security Directive (NIS2) represents a signif-
icant regulatory advancement, requiring energy operators to adopt
robust cybersecurity measures, report incidents, and undergo regular

Gas Science and Engineering 143 (2025) 205744

compliance assessments (European Commission, 2025). The European
Union Agency for Cybersecurity (ENISA) supports these efforts by
developing sector-specific guidelines and conducting threat assessments
(ENISA, 2025). Globally, the ISO/IEC 27001 standard sets the bench-
mark for information security management systems (ISO/IEC27001,
2022). This standard helps organizations develop structured security
policies, manage risks, and ensure continuous monitoring and review of
security controls. Many energy companies seek ISO certification as part
of their compliance strategies.

Despite these advancements, the regulatory landscape still faces
several limitations. One key issue is the lack of harmonization across
jurisdictions, which complicates compliance for multinational energy
operators. Another concern is the pace of regulatory updates, which
often lags behind the rapid evolution of cyber threats. There is a growing
consensus on the need for more agile and adaptive regulatory frame-
works that can respond to emerging risks in real time. Moreover,
compliance should not be viewed merely as a checkbox activity but as an
integral component of organizational culture. Regulators are increas-
ingly encouraging outcome-based approaches that focus on cyberse-
curity effectiveness rather than prescriptive control lists. This shift
requires companies to demonstrate not only technical compliance but
also a strategic commitment to cyber resilience.

3. Cyber-attacks in the natural gas and hydrogen industry
3.1. Historical cyber-attacks

The natural gas and hydrogen sectors, as integral parts of the broader
energy infrastructure, have not been immune to the growing wave of
cyber-attacks that have affected critical industries worldwide. In fact,
these sectors have increasingly become prime targets for cyber adver-
saries due to their strategic importance, legacy system vulnerabilities,
and digital interconnectivity. One of the most significant and widely
publicized incidents was the Colonial Pipeline ransomware attack in
May 2021 (Beerman et al., 2023). A cybercriminal group known as
DarkSide deployed ransomware that crippled one of the largest fuel
pipeline operators in the United States, causing widespread fuel short-
ages across the East Coast. The attackers gained access through a
compromised VPN account lacking multifactor authentication,
encrypting vital business systems and forcing a temporary shutdown of
pipeline operations. Although the attack targeted IT systems, the fear of
lateral movement into operational technology (OT) networks prompted
the shutdown, highlighting the interconnected nature of digital infra-
structure and operational safety. Another prominent example is the
2012 Shamoon virus attack (Zhioua, 2013), which targeted Saudi Ara-
mco, the world’s largest oil company. The malware wiped data on over
30,000 workstations, disrupting internal communications and opera-
tions. While not directly related to natural gas or hydrogen systems,
Shamoon serves as a cautionary tale of the impact malware can have on
energy infrastructure. There have also been numerous stealthier in-
trusions, often attributed to nation-state actors, that have not resulted in
immediate operational disruption but have involved surveillance, data
exfiltration, or long-term system compromise. For instance, in 2014, a
group known as Dragonfly (also called Energetic Bear) targeted energy
firms in North America and Europe, including gas pipeline operators,
using spear-phishing and watering hole attacks to collect sensitive in-
formation and map out critical control systems (Khan et al., 2023).

More recently, in 2023, cybersecurity researchers reported targeted
attacks on hydrogen production and distribution networks in Europe,
although most incidents have not been publicly disclosed in detail due to
the sensitive nature of the infrastructure involved. For example, Fig. 2
highlights 905 ransomware incidents in 2023, and almost half of these
were reported in North America (Dragos, 2024b). These attacks under-
line the emerging focus of cybercriminals and state-sponsored groups on
the hydrogen sector as it scales toward commercial maturity. These case
studies collectively illustrate that the threat is not hypothetical—it is
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Fig. 2. Reported Ransomware Events Globally in 2023, data adapted from (Dragos, 2024b).

real, persistent, and evolving. Moreover, they demonstrate how even
seemingly minor breaches in peripheral systems (such as IT networks or
third-party vendors) can cascade into significant operational and secu-
rity risks.

3.2. Common threat vectors

As Fig. 3 shows, there are eight common types of cyber threat vec-
tors, whereas the ransomware is the most common reported type. Cyber
adversaries employ a diverse arsenal of techniques to compromise sys-
tems in the natural gas and hydrogen industries. These attack vectors
exploit both technological weaknesses and human vulnerabilities. Some
of the most common and dangerous vectors include (Ding et al., 2023;
NIST; 2024a; Saxena et al., 2025; Vijayshankar et al., 2023). Phishing
and Spear-Phishing Attacks: These are among the most prevalent attack
methods, involving deceptive emails designed to trick employees into
clicking malicious links, downloading malware, or revealing login

Advanced Persistent Threats (APTS)

Supply Chain Ransomware

Attacks

Insider
Threats

Phishing
Attacks

Social

Attacks Engineering

Malware & Remote Access Trojans (RATs)

Fig. 3. Relative cyber-risk profile for the natural-gas and hydrogen value
chains. Each axis shows a composite risk score from 0 (negligible) to 10 (very
high), calculated by combining the historical frequency of each attack type with
its average operational and safety impact reported in the literature.

credentials. In targeted spear-phishing campaigns, attackers customize
messages to appear highly authentic, impersonating trusted individuals
or organizations (Mohamed et al., 2025).

Ransomware: Ransomware is malware that encrypts files or locks
systems until a ransom is paid. It has increasingly been used against
energy infrastructure due to its high potential for disruption and the
likelihood of ransom payment. Variants such as Ryuk, DarkSide, and
Conti have caused widespread outages in industrial sectors (Beerman
et al., 2023).

Advanced Persistent Threats (APTs): APTs are sophisticated, steal-
thy, and prolonged attacks often carried out by nation-state actors.
These threats involve a step-by-step compromise of networks, often
starting with a low-privilege system and gradually escalating access. The
goal is often espionage, sabotage, or preparation for future attacks (Jeun
et al., 2012).

Supply Chain Attacks: Compromising a supplier’s systems or soft-
ware can provide an attacker with a backdoor into energy networks. The
SolarWinds attack in 2020 is a notable example, in which attackers
inserted malicious code into software updates that were distributed to
numerous government and corporate networks.

Insider Threats: Employees or contractors with authorized access can
intentionally or unintentionally cause security breaches. These threats
are particularly difficult to detect and defend against, and can be
amplified in environments where access controls and audit mechanisms
are weak (Urciuoli et al., 2014).

Malware and Remote Access Trojans (RATs): These tools allow at-
tackers to remotely control compromised systems. Once inside a
network, malware can manipulate industrial processes, disable safety
systems, or transmit sensitive data (Kovanen et al., 2018; Venkatachary
et al., 2018).

Denial of Service (DoS) and Distributed Denial of Service (DDoS)
Attacks: Although less common in industrial control environments, DoS
attacks can flood network components or servers, rendering services
unavailable and distracting cybersecurity teams from more sophisti-
cated threats (Salim et al., 2020).

Each of these vectors poses unique challenges to detection, response,
and mitigation. The sophistication of tools used by attackers continues
to grow, often outpacing defensive capabilities in organizations that
have not invested in modern cybersecurity measures.

3.3. Economic and operational impacts

The consequences of cyber-attacks in the natural gas and hydrogen
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sectors can be catastrophic, not only from an operational standpoint but
also in terms of economic losses, safety hazards, and reputational
damage. These impacts are often multi-dimensional and can extend
beyond the immediate aftermath of an incident.

Disruptions to pipeline monitoring systems, valve controls, or gas
flow metering systems can halt operations, delay deliveries, and lead to
cascading outages across dependent systems. In hydrogen production,
disruption of electrolyzer controls or fuel dispensing systems can bring
operations to a halt, affecting downstream users and supply contracts.
Beyond direct revenue loss due to halted operations, companies may
incur significant costs for forensic investigations, system recovery, legal
liabilities, and ransom payments. The Colonial Pipeline attack, for
example, involved a $4.4 million ransom and subsequent system over-
haul costs. Energy companies are trusted custodians of public infra-
structure. A successful cyber-attack can severely damage customer trust,
brand reputation, and investor confidence—particularly if the incident
is mishandled or perceived to be due to negligence. Governments and
industry regulators may impose penalties or require mandatory audits in
the aftermath of a cyber-attack, particularly if the company is found to
be non-compliant with security regulations. This can further increase the
financial and administrative burden on organizations. Perhaps the most
alarming impact is the potential compromise of safety systems. Cyber-
attacks that disable pressure relief valves, gas leak detection systems,
or emergency shutdown mechanisms can lead to fires, explosions, or
toxic releases. In hydrogen infrastructure, where containment and leak
management are critical, such attacks pose a heightened risk. As both
natural gas and hydrogen are increasingly integrated into regional and
global supply networks, a cyber-attack on one facility or distribution
node can ripple through the supply chain, affecting multiple stake-
holders and economic sectors.

In summary, the costs of inadequate cybersecurity in the energy
sector are not abstract—they are tangible, substantial, and growing. As
threats become more sophisticated and targeted, the need for compre-
hensive and proactive cybersecurity strategies becomes increasingly
urgent.

4. Challenges and barriers

While the importance of cybersecurity in the natural gas and
hydrogen industries is well understood, implementing robust protective
measures is fraught with technical, organizational, and regulatory
challenges. These barriers hinder the adoption of advanced security
practices and expose critical infrastructure to escalating threats. Rapid
digital transformation, driven by advanced analytics, remote moni-
toring, and Al-enabled process control, has expanded the attack surface
faster than protective technologies have matured. At the same time,
threat actors have grown more sophisticated, shifting from opportunistic
malware to coordinated campaigns that exploit zero-day vulnerabilities
and supply-chain weaknesses. The energy transition itself introduces
additional exposure: hydrogen blending, underground storage, and new
power-to-gas facilities all carry distinct cybersecurity profiles that
remain insufficiently characterized. These converging factors heighten
risk and complicate defense strategies, demanding a holistic response
that integrates technical innovation with organizational culture and
supportive policy. These barriers hinder the adoption of advanced se-
curity practices and expose critical infrastructure to escalating threats.
In this section, we discuss the key obstacles impeding progress toward a
secure digital energy landscape.

4.1. Technical challenges

The technical complexity of securing critical energy infrastructure
stems largely from the legacy nature of many operational systems and
the increasing convergence of IT and OT environments. A major chal-
lenge is the prevalence of outdated ICS and SCADA systems (Gaiceanu
et al., 2020). These systems often operate on proprietary protocols and
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are built for deterministic, real-time control rather than flexible or
secure communication. Many lack basic security features such as user
authentication, encryption, or patch management capabilities (Andoni
et al., 2019). Updating or replacing these systems is a significant tech-
nical hurdle, as downtime may not be tolerable in continuous operations
like gas pipeline monitoring or hydrogen production.

Furthermore, system heterogeneity is a persistent issue (Ding et al.,
2023). In a typical energy facility, components from multiple ven-
dors—often with incompatible security mechanisms—must work
together. Integrating modern security solutions into such an environ-
ment requires extensive customization, testing, and often workarounds
that may weaken overall security posture. Real-time requirements of OT
systems also pose a challenge (El-Afifi et al., 2024). Unlike traditional IT
systems where brief delays may be acceptable, energy systems demand
immediate response to sensor inputs and actuator commands. Security
solutions such as packet inspection, anomaly detection, or access control
must be designed with minimal latency, otherwise they risk degrading
system performance or causing control failures. Another barrier is the
difficulty in testing security updates or changes in a live environment.
Unlike office IT systems, many ICS and SCADA components cannot be
rebooted or taken offline for routine updates without disrupting critical
services. This often results in postponed or skipped security patches,
leaving systems exposed to known vulnerabilities. Additionally, visi-
bility across networks remains limited in many industrial environments.
Operators often lack comprehensive tools to monitor all assets, detect
anomalies, or map communication flows. This impairs their ability to
identify early signs of compromise or assess the impact of an intrusion.

Lastly, interoperability with cloud platforms and remote access sys-
tems is increasingly common but often introduces additional risks
(Markovic et al., 2013). Secure integration of cloud services, virtual
private networks (VPNs), and third-party access tools requires sophis-
ticated identity management and encryption strategies—capabilities not
always readily available in traditional OT environments.

4.2. Organizational challenges

Beyond technical limitations, numerous organizational and cultural
factors impede the implementation of effective cybersecurity programs
in the natural gas and hydrogen industries (Dragos, 2024a, 2024b). One
critical issue is the shortage of skilled cybersecurity professionals,
particularly those with knowledge of both IT and OT systems. The
hybrid expertise required to secure industrial environments is rare, and
competition for qualified personnel is intense across sectors. This talent
gap limits the ability of organizations to design, implement, and main-
tain advanced cybersecurity frameworks. Moreover, cybersecurity often
competes with other operational priorities. In environments where
safety, uptime, and production targets dominate management focus,
cybersecurity is sometimes viewed as an auxiliary or compliance-driven
function rather than a core business enabler. This mindset can lead to
underfunded security teams, inadequate training programs, and reactive
instead of proactive security practices.

Resistance to organizational change is another significant barrier.
The adoption of new security protocols, technologies, or reporting sys-
tems often encounters pushback from operational teams who perceive
them as disruptive or burdensome. This is particularly true in legacy-
heavy organizations where manual procedures and informal practices
are deeply embedded in daily workflows. There is also a tendency to
treat cybersecurity as an IT problem, rather than a cross-functional
challenge that requires collaboration across engineering, operations,
legal, procurement, and executive leadership. Without clear ownership
and cross-departmental coordination, security initiatives may become
fragmented, poorly integrated, or insufficiently enforced. Communica-
tion gaps between IT and OT personnel further exacerbate the problem.
These teams often operate with different priorities, terminologies, and
decision-making processes. Building a common understanding and joint
governance structure is essential for integrated cybersecurity risk
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management. Finally, insufficient awareness and training at all organi-
zational levels—especially among field operators and maintenance
staff—leaves critical systems vulnerable to social engineering, insider
threats, and accidental breaches. Regular training, simulations, and
awareness campaigns are vital but are often neglected or
underprioritized.

4.3. Policy and regulation gaps

While regulatory frameworks have evolved in recent years, there
remain significant policy and compliance challenges that hamper the
secure operation of gas and hydrogen infrastructure (Ekechukwu and
Simpa, 2024; Krzykowski, 2021; Kumar et al., 2014; Saxena et al., 2025;
Smith, 2018). One major concern is the lack of harmonized international
cybersecurity standards. As energy supply chains increasingly cross
borders, the disparity between national regulations creates compliance
uncertainty and undermines collective security. A company operating
across different jurisdictions may be subject to varying requirements on
risk assessments, reporting timelines, audit criteria, and penalties,
complicating implementation and oversight. Moreover, many existing
regulations are reactive and prescriptive, focusing on static compliance
checklists rather than encouraging continuous improvement or
outcome-based security performance. In rapidly evolving threat land-
scapes, such frameworks risk becoming outdated and may fail to drive
adaptive risk management practices.

In some regions, cybersecurity regulations do not adequately address
the unique requirements of OT environments. While general data pro-
tection laws (e.g., GDPR) and IT security standards (e.g., ISO/IEC
27001) are widely enforced, sector-specific guidelines for ICS, SCADA,
and hydrogen infrastructure are either underdeveloped or inconsistently
applied (ISO/IEC27001, 2022). There is also ambiguity around liability
and incident disclosure. Organizations often hesitate to report breaches
due to fear of reputational damage or legal consequences, leading to
underreporting and delayed threat intelligence sharing (Mishra et al.,
2022). Clear rules on mandatory reporting, data anonymization, and
legal protections for victims are essential to foster a more transparent
and collaborative cybersecurity ecosystem. Another gap lies in funding
and resource support for smaller operators. While large energy com-
panies may have the resources to implement cutting-edge cybersecurity
measures, smaller entities and municipal utilities often struggle to keep
pace. Without financial incentives, technical assistance, or shared
cybersecurity services, these actors may become the weakest links in the
energy ecosystem. Finally, the pace of policy development often lags
behind technological change. Emerging technologies like Al block-
chain, digital twins, and hydrogen-specific infrastructure are outpacing
the ability of regulatory bodies to assess risks and update standards. A
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more agile and anticipatory policy approach is needed to keep pace with
innovation and evolving threats.

5. Emerging trends and innovations

As cyber threats become more sophisticated and pervasive, the en-
ergy industry is responding with a wave of innovation in cybersecurity
technologies, methodologies, and collaborative approaches as illus-
trated in Fig. 4. These innovations not only enhance the defensive
posture of natural gas and hydrogen infrastructure but also offer pro-
active tools to anticipate, mitigate, and recover from cyber incidents.
This section explores key trends that are shaping the future of cyberse-
curity in the energy sector.

5.1. Quantum computing and blockchain

Two of the most transformative technologies on the cybersecurity
horizon are quantum computing and blockchain—each with significant
implications for the energy sector(Ajagekar and You, 2019, 2022;
Andoni et al., 2019; Bao et al., 2020; Giani and Eldredge, 2021; Khang
et al., 2024; Olatunji et al., 2021; Paudel et al., 2022; Ricciardi Celsi and
Ricciardi Celsi, 2024; Wang and Su, 2020). Quantum Computing pre-
sents both a challenge and an opportunity. On one hand, the develop-
ment of quantum computers poses a threat to conventional encryption
algorithms such as RSA and ECC (Elliptic Curve Cryptography), which
underpin much of today’s cybersecurity infrastructure. Once quantum
computing reaches sufficient scale, it could potentially break these
cryptographic systems within seconds, rendering traditional secure
communications vulnerable. On the other hand, the energy sector is
exploring quantum-resistant cryptographic protocols to prepare for the
post-quantum era. These new cryptographic algorithms—based on lat-
tice structures, hash functions, or code-based encryption—are being
tested for secure communication in energy control systems. Quantum
Key Distribution (QKD), which uses the principles of quantum me-
chanics to enable unhackable key exchanges, is also being considered for
high-security applications in gas and hydrogen infrastructure.

Blockchain technology, originally developed to support crypto-
currencies, is being repurposed in the energy sector to enhance data
integrity, transparency, and decentralized trust. In cybersecurity,
blockchain offers tamper-proof logging systems, secure identity man-
agement, and immutable audit trails. For instance, blockchain can be
used to record all system access attempts, firmware updates, or data
transmissions in SCADA systems. This ensures that any unauthorized
change or breach leaves an unalterable record, facilitating forensic
analysis and accountability. In hydrogen supply chains, blockchain en-
ables secure tracking of hydrogen provenance—from production to
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Fig. 4. Demonstration of emerging technological innovations and applications.



H. Ma et al.

distribution—helping prevent fraud, data manipulation, and counterfeit
documentation. Moreover, blockchain-based access control systems are
being explored, where smart contracts automatically manage permis-
sions based on predefined rules. These systems minimize human error,
eliminate reliance on centralized authentication servers, and enhance
resilience against insider threats.

While these technologies are still emerging and face scalability and
integration challenges, they represent the next frontier in cybersecurity
innovation for critical infrastructure.

5.2. Digital twins

Digital twins are rapidly becoming a cornerstone of modern indus-
trial operations, offering advanced simulation and monitoring capabil-
ities that enhance both operational efficiency and cybersecurity
readiness (Borowski, 2021; Ismail et al., 2024; Jiang et al., 2021;
Kronberger et al., 2020; Nixon, 2020; Sleiti et al., 2022; Strielkowski
et al., 2022; Yu et al., 2022). A digital twin is a virtual replica of a
physical asset, system, or process. It continuously receives data from
real-world counterparts and mirrors their behavior in real-time, allow-
ing operators to observe, analyze, and optimize performance without
interacting directly with physical systems.

In the context of cybersecurity, digital twins offer several distinct
advantages. First, digital twins provide a sandbox environment where
new software patches, security updates, or architectural changes can be
tested for vulnerabilities before deployment in live systems. Second,
cybersecurity teams can simulate attack scenarios on the digital twin to
assess system resilience, identify weak points, and refine response pro-
tocols—without risking disruption to operational systems. Third, digital
twins allow Al systems to compare real-time operational data against
baseline behavioral models. Discrepancies may indicate the presence of
malicious activity, compromised devices, or abnormal data manipula-
tion. Finally, digital twins can be used to reconstruct attack sequences,
assess damage, and understand adversary tactics, techniques, and pro-
cedures (TTPs). This helps improve future defensive strategies and
regulatory reporting. Last, digital twins can be used for immersive
training simulations, enabling operators to experience cyber incident
scenarios and learn best practices in a controlled environment.

In natural gas and hydrogen infrastructure, where systems are
inherently high-risk due to explosive gas storage and high-pressure op-
erations, digital twins offer critical safeguards. They allow for compre-
hensive stress testing of safety interlocks, fail-safe mechanisms, and
emergency response systems under simulated cyber-attack conditions.

5.3. Collaboration and information sharing

Cybersecurity is no longer a challenge that individual organizations
can tackle in isolation. The rise of collaborative cybersecurity models
and information-sharing platforms is transforming how energy com-
panies respond to threats and build collective resilience (Ekechukwu
and Simpa, 2024; Fraccascia and Yazan, 2018; Liu et al., 2022;
Mohamed, 2024; Sharkov, 2016; Tagarev and Yanakiev, 2020; Wallis
and Dorey, 2023). One key development is the growth of Information
Sharing and Analysis Centers (ISACs)—sector-specific consortia that
collect, analyze, and disseminate cyber threat intelligence among
member organizations. The Energy ISAC (E-ISAC), for example, supports
utilities, pipeline operators, and hydrogen producers by providing threat
alerts, vulnerability bulletins, and best practice guides. These shared
resources accelerate response times and reduce duplication of effort
across the industry. Similarly, government-industry partnerships are
being strengthened through programs such as the U.S. Department of
Homeland Security’s Cybersecurity and Infrastructure Security Agency
(CISA), which conducts joint exercises, shares threat indicators, and
supports critical infrastructure operators with risk assessments and
response planning. Public-private partnerships (PPPs) also play a vital
role in coordinating cyber policy development, funding cybersecurity
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research, and fostering innovation. These partnerships help align in-
dustrial practices with national security priorities and ensure that
emerging threats are addressed collectively.

Moreover, cross-border collaboration is becoming increasingly
important as energy infrastructure and supply chains become more
global. International cooperation on threat intelligence sharing, regu-
latory harmonization, and coordinated incident response is essential to
address threats that transcend national boundaries. Emerging platforms
are also using machine-readable threat intelligence formats, such as
STIX (Structured Threat Information eXpression) and TAXII (Trusted
Automated eXchange of Indicator Information), to automate the sharing
of threat indicators between organizations. These standards facilitate
faster and more accurate threat detection across diverse systems and
geographies.

Finally, open-source cybersecurity communities and industry work-
ing groups are contributing to the development of free tools, shared
vulnerability databases, and standardized practices that benefit the
entire sector. Collaborative tools and intelligence sharing not only
improve cyber readiness but also foster a culture of collective defense
and mutual trust.

6. Future perspectives

As the natural gas and hydrogen sectors continue to evolve in
response to decarbonization imperatives and digital transformation, so
too must their cybersecurity strategies. The future will likely be char-
acterized by increasingly complex, interconnected, and intelligent
infrastructure, necessitating proactive and adaptive security mecha-
nisms that go beyond traditional paradigms. Accelerated deployment of
smart sensors, autonomous control systems, and cross-border data ex-
changes is blurring the once-distinct boundaries between information
technology IT and OT, expanding the attack surface beyond what con-
ventional perimeter defenses can protect. Simultaneously, policy in-
struments such as clean-hydrogen tax credits and carbon-intensity
certification schemes are driving operators toward cloud-based analytics
and third-party validation platforms, introducing new trust de-
pendencies into mission-critical workflows. The growing interdepen-
dence of gas and hydrogen value chains—through blending, co-
transport, and shared storage—means that a cyber incident in one
domain can cascade rapidly into the other, amplifying systemic risk.
These dynamics demand security-by-design principles, real-time situa-
tional awareness, and adaptive risk-management frameworks that
evolve in lockstep with technological innovation. This section explores
key forward-looking themes that are shaping the future of cybersecurity
in these industries.

6.1. Evolving threat landscape

The cybersecurity threat landscape is undergoing a profound trans-
formation, marked by increased sophistication, persistence, and scale of
attacks. Cyber adversaries are no longer limited to individual hackers or
loosely organized cybercriminal groups. Instead, state-sponsored threat
actors, advanced organized cybercrime syndicates, and cyberterrorist
organizations are leveraging powerful tools and resources to target
critical infrastructure with strategic intent. Emerging technologies such
as Al and ML, which are valuable tools for defenders, are equally being
exploited by attackers. Al-powered malware, for instance, can evade
traditional detection mechanisms by dynamically changing its behavior
or adapting to defensive measures in real time. Similarly, deepfake
technologies may soon be used in social engineering attacks, imper-
sonating voice commands or digital identities to bypass security
protocols.

Additionally, the expanding attack surface, driven by the prolifera-
tion of IoT devices, remote monitoring tools, and cloud-based platforms,
introduces new vulnerabilities that require constant vigilance. Edge
computing, while enhancing data processing efficiency, also
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decentralizes security control, making consistent threat management
more complex. Hybrid threats, where cyber-attacks are combined with
physical sabotage, disinformation campaigns, or economic coercion, are
expected to rise in frequency. These hybrid threats may be part of
broader geopolitical strategies aimed at undermining energy security
and public trust. In this context, cybersecurity must evolve from a static
control model to a resilient, adaptive, and intelligence-driven approach.
This involves continuous risk assessment, proactive threat hunting, and
a shift from prevention-only models to rapid detection, containment,
and recovery.

6.2. Cybersecurity in the hydrogen economy

The growing prominence of hydrogen as a cornerstone of the future
clean energy economy introduces a new set of cybersecurity consider-
ations. Unlike natural gas infrastructure, which benefits from decades of
operational and security experience, hydrogen infrastructure is rela-
tively nascent, and its unique characteristics necessitate customized
protection strategies. Hydrogen systems involve specialized components
such as electrolyzers, fuel cells, cryogenic storage tanks, high-pressure
pipelines, and refueling stations. These assets have unique operational
and safety requirements, which in turn influence their cybersecurity
needs. For example, electrolyzers and hydrogen production plants often
integrate advanced power electronics and smart control systems, which
must be protected from manipulation that could cause unsafe voltage
fluctuations or gas leakage. Hydrogen storage and transport systems,
especially those operating at very high pressures, are highly sensitive to
system integrity. A cyber-induced malfunction in valve control or
pressure regulation systems could lead to catastrophic failures.
Hydrogen refueling infrastructure, which includes digital payment in-
terfaces and IoT-connected dispensers, must be secured not only from
operational sabotage but also from financial fraud and data breaches.

Given the rapid expansion of hydrogen infrastructure—often funded
through public-private partnerships or government subsidies—there is a
pressing need to embed security-by-design principles from the outset.
This includes secure system architectures, robust authentication pro-
tocols, encrypted data channels, and anomaly detection systems tailored
to hydrogen-specific operational dynamics. Moreover, cyber risk as-
sessments and impact modeling must become standard practice in
hydrogen project planning, regulatory approval, and insurance under-
writing. Tools such as digital twins can play a critical role in simulating
cyber-attack scenarios and stress-testing infrastructure resilience. To
ensure long-term security, the hydrogen economy must also invest in
workforce development, cybersecurity standards, and cross-sector co-
ordination mechanisms that reflect its unique infrastructure profile.

6.3. Research and innovation roadmap

Bridging the economic and policy gaps will require a coordinated
programme of technical breakthroughs and economic-policy in-
struments that mature in parallel. On the technical front, future work
should prioritise the deployment of zero-trust architectures that collapse
the traditional IT/OT divide, subject every device to continuous
authentication, and enforce least-privilege access in real time. Achieving
this in latency-sensitive environments will depend on lightweight, Al-
driven intrusion-detection models capable of running on embedded
controllers and flagging anomalous process signals within sub-second
windows. Complementary advances in quantum-resilient cryptography
and software-defined networking can harden long-lived pipeline,
compressor, and electrolyser assets against the inevitable arrival of post-
quantum threats, while blockchain-backed event ledgers offer tamper-
proof provenance for sensor data and maintenance logs. Digital-twin
platforms should evolve from engineering simulators into full-
spectrum cyber-range testbeds where operators rehearse attack sce-
narios, quantify cascading effects, and validate patch strategies before
field deployment; coupling these twins to physics-based hydrogen safety
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models will be essential for high-pressure storage and refueling systems.

Economic research must proceed hand in hand with these technical
innovations. Robust cost-benefit frameworks are needed to translate
avoided downtime, safety incidents, and reputational losses into mon-
etizable “cyber value at risk” metrics that can guide capital budgeting
and justify security-by-design investments. Such metrics underpin
performance-based cyber-insurance products that reward auditable risk
reductions rather than mere compliance, thereby creating continuous
improvement incentives for operators and service vendors alike. Public-
private financing mechanisms, ranging from cybersecurity tax credits
for small and medium-sized pipeline operators to co-funded hydrogen
“living labs” that share threat-intelligence data, can lower adoption
barriers and diffuse best practices across supply chains. Finally, regu-
latory sandboxes that allow controlled experimentation with adaptive
security controls and dynamic compliance reporting will help policy-
makers keep pace with rapid technological change, while harmonized
international standards can remove jurisdictional fragmentation and
enable economies of scale in security tooling.

By interweaving these technical and economic threads, the roadmap
offers a pragmatic path toward closing today’s protection gaps and
future-proofing the natural-gas and hydrogen sectors as they scale to
meet global decarbonization goals.

7. Conclusions

The natural gas and hydrogen industries stand at a pivotal juncture in
the global energy transition, serving as key enablers of decarbonization,
energy diversification, and industrial transformation. As these sectors
increasingly embrace digital technologies to optimize operations,
reduce costs, and enhance sustainability, they also face a growing array
of cybersecurity challenges that threaten the safety, reliability, and
resilience of critical infrastructure.

This review has illustrated how digital transformation—though vital
for modernization—significantly expands the cyber-attack surface. The
convergence of OT and IT has introduced a complex ecosystem where
legacy systems interact with smart sensors, cloud platforms, and remote
interfaces. In this interconnected landscape, traditional perimeter de-
fenses are insufficient, and proactive, layered cybersecurity strategies
have become essential.

Historical cyber-attacks such as the Colonial Pipeline incident and
the broader wave of ransomware and APT campaigns have demon-
strated that energy infrastructure is not only vulnerable but also stra-
tegically attractive to malicious actors. The impacts of such attacks
extend beyond operational downtime and financial losses—they can
disrupt national economies, compromise environmental safety, and
erode public trust in critical services. In response, the natural gas and
hydrogen sectors must embrace a multifaceted cybersecurity approach
grounded in risk management, resilience engineering, and continuous
innovation. This includes adopting advanced security frameworks,
leveraging Al and machine learning for threat detection, implementing
zero-trust architectures, and investing in incident response and disaster
recovery capabilities. Emerging technologies—such as quantum-
resistant encryption, blockchain-integrated audit systems, and digital
twins—offer promising avenues for strengthening defense mechanisms.
However, their successful deployment requires foresight, investment,
and multidisciplinary expertise.

Emerging safeguards, such as Al-driven anomaly detection, zero-
trust architectures, blockchain-based audit trails, and quantum-
resistant encryption, equip policymakers to move beyond static
compliance checklists toward agile, performance-based regulations. By
leveraging these innovations, regulators can mandate continuous
monitoring, incentivize real-time information sharing, and align in-
vestment or tax-credit mechanisms with demonstrable cyber-resilience
metrics. In this way, technical progress directly informs policy design,
ensuring that governance frameworks keep pace with an evolving threat
landscape.
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Looking forward, the rise of the hydrogen economy brings both op-
portunities and responsibilities. As hydrogen infrastructure scales
globally, it must not replicate the cybersecurity oversights of legacy
energy systems. Instead, security-by-design principles, continuous
threat modeling, and industry-wide knowledge sharing must become
embedded in its development from inception. Because cybersecurity
research focused on natural gas and hydrogen infrastructure is still in its
early stage. This review therefore relies on a relatively small set of
studies, supplemented by industry reports whose methodologies are not
always transparent. The rapid evolution of technologies such as Al-
based threat detection and next-generation hydrogen facilities means
that some cited work may become outdated quickly. Proprietary or
classified incident data also restrict the level of empirical validation
available in the public domain. These constraints underscore the need
for periodic updates, open data-sharing initiatives, and deeper cross-
disciplinary collaboration to keep the knowledge base up to date and
actionable.

In sum, cybersecurity is no longer a technical afterthought—it is a
strategic cornerstone of modern energy systems. It must be integrated
into every layer of infrastructure planning, system design, and opera-
tional execution. Through collaboration, innovation, and vigilance, the
natural gas and hydrogen sectors can build the cyber resilience required
to thrive in a dynamic, digitalized, and decarbonized world.
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